Reusable and Understandable Formal
Verification for Cyber-Physical Systems

Taylor T. Johnson!

Vanderbilt University, Nashville, TN 37215, USA,
taylor.johnson@vanderbilt.edu,
WWW home page: http://www.TaylorTJohnson.com

Abstract. Cyber-physical systems (CPS) encompass networked embed-
ded computing systems coordinating to meet objectives in the physical
world through sensor and actuator interfaces. Modern CPS are com-
plex engineered systems composed through networking and coordination
among numerous subsystems. In CPS industries ranging from automo-
tive to aerospace, subsystems are frequently reused in numerous systems,
such as electronic control modules in motor vehicles and avionics con-
trol systems in airplanes. This abstract describes our ongoing research to
develop novel algorithms implemented within our HyST software frame-
work to leverage prior verification results to ease the verification and
validation process, through three primary methods. First, we have devel-
oped incremental model checking algorithms that essentially cache prior
verification results and leverage these when design changes are made, and
are a standard approach in usable industry-grade tools, but that have
not previously been explored in the context of CPS. Second, as a part of
reusing prior verification results, we are exploring how designers can un-
derstand sets of changes in their designs and the resulting modification
of property satisfaction or violation. Third, we have developed a runtime
middleware for CPS that interprets the behavior of controllers modeled
as networks of hybrid automata at runtime, and we have preliminarily
implemented this method within the MathWorks’ Simulink/Stateflow
CPS design tool to preserve properties verified at design time through
their runtime implementation. Finally, we have evaluated these methods
on several CPS studies, such as electrical distribution networks in CPS
(microgrids) and in groups of unmanned aerial vehicles (UAVs).
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1 From Cyber-Physical Design Reuse to Understandable
Verification Reuse

Complex CPS, such as manned and unmanned aerial systems (UAS) and satel-
lite constellations, rely on the correct operation of numerous subcomponents
over many versions during possibly decades-long lifespans. In some domains,
such as aerospace, CPS may be used over decades-long lifespans, are subject
to frequent cyber-physical design reuse, and have the same potential to reuse



verification results over iterations of the same design to improve design and ver-
ification efficiency and cost-effectiveness. Owing in part to the long operational
lifespans in some CPS domains (e.g., in aerospace), and the systems engineering
process for other CPS (e.g., in automotive), CPS are frequently composed of
legacy subcomponents and recent state-of-the-art subcomponents. Additionally,
as CPS incorporate increased autonomy with little human supervision, reusing
and understanding verification results for existing legacy systems incorporated
with new systems incorporating autonomy, reducing the design and verifica-
tion effort is a crucial concern. Reusing verification results and artifacts across
design iterations and abstraction layers in CPS is a primarily unaddressed chal-
lenge that our research addresses by building on previous fundamental results
for verification reuse in digital logic design and in purely software systems.

Design-reuse problems have famously occurred in aviation, such as the Ar-
iane 5 flight 501 disaster was a result of reusing Ariane 4’s software without
appropriate updates for the increased thrust of the new rocket [1]. In Ariane 5,
software made an assumption about the physical dynamics of the rocket, but the
software was reused from Ariane 4, while Ariane 5 had greater thrust, so this as-
sumption was invalid, and we call such assumptions cyber-physical specification
mismatches [19].

While it is clear there is significant reuse of designs in CPS due to budget con-
straints and a desire to use commercial off-the-shelf (COTS) components, there
are fewer efforts to leverage reuse of verification effort in CPS. This is surprising
since verification dominates the cost (in every metric, from dollars to manpower
hours) of system development. For CPS in domains subject to certification by
external auditors, such as aerospace, medical devices, and nuclear, there do exist
processes for certification reuse, where subsequent versions of systems attempt
to leverage regulatory approval of future versions of the system on past ver-
sions. While certification reuse is a process-based technique to build improved
confidence and trust in future systems based on reuse of existing V&V evidence
and results, it is different from verification reuse, where verification methods
are algorithmically designed to build on existing verification results from prior
analysis efforts of past versions of systems.

Our primary efforts toward understanding and reusing verification results are
as follows and are implemented within our HyST software framework for verify-
ing hybrid automaton models of CPS (Figure 1). The Hybrid Source Transfor-
mation and Translation tool (HyST) is a design framework for hybrid automata
networks modeling CPS [4]. HyST supports several state-of-the-art hybrid sys-
tems model checkers, including Flow* [12], SpaceEx [18], HyComp (built on top
of nuXmv) [14], and also integrates with the MathWorks’ Simulink/Stateflow [2].
HyST’s primary technical purpose is as an evaluation framework for sound ab-
stractions to address the state-space explosion problem for hybrid automata [16,
26], and supports numerous automated abstractions implemented as source-to-
source model transformations, including hybridization [3], continuization [5], de-
coupling [24], and order-reduction [31]. HyST has been used to evaluate numer-
ous CPS case studies, including power electronics [7—10], autonomous systems
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Fig. 1. Overview of our HyST formal verification software framework including verifi-
cation reuse and understanding of a portfolio of verification tools for hybrid automaton
models of CPS.

and swarm robotics [30], invariant generation for nonlinear ODEs [25], large-scale
systems [29], automotive systems [23], and general nonlinear systems [29)].

Within HyST, we have created the first incremental model checking algo-
rithms for hybrid automata, where subsequent executions of model checking al-
gorithms reuse existing verification results, avoiding on average having to explore
the entire state-space again and drastically saving computation time, particu-
larly over design iterations. To scale model checking methods, we have developed
formal abstractions for CPS by fundamentally transforming the approximations
of order-reduction methods from control theory to have provable error guar-
antees, which has drastically alleviated the state-space explosion problem in
model checking CPS, allowing verification of systems with thousands of real
state-variables [31]. We have designed the first runtime environment middle-
ware to interpret hybrid automata at runtime, where the middleware has been
designed with provable guarantees that will preserve any properties verified us-
ing the hybrid automaton model in its actual execution in CPS [2,10]. We are
evaluating the reusable and understandable formal verification methods in chal-
lenging CPS evaluations, such as distributed electric power distribution networks
(microgrids) [7,10] and in distributed swarm robotics systems using groups of
UAVs [11].



2 Verification Reuse and Understanding

The most basic examples of verification reuse arise in mathematics through both
the application of theorems and reuse of proofs or subparts of proofs. Suppose a
method to establish a certain type of theorem is known. For instance, a standard
method to show two sets A and B are equal is to show A is a subset of B, A C B,
and to show B is a subset of A, B C S, so that one can conclude A and B contain
the same elements and thus A = B. This statement is a theorem, more formally
stated as A € BA B C A if and only if (iff) A = B, and it can be reused
and applied to check whether arbitrary sets A and B are equal or not. Such a
theorem application (or theorem reuse) is an example of verification reuse, and
this type of reasoning is the basis for most mathematics building on existing
results.

In addition to theorem reuse, a possibly more important instance of verifica-
tion reuse is in proof reuse, where the logical, structural, and creative arguments
used to establish a theorem may be reused to establish other proofs. Mathe-
maticians commonly use proof reuse through tools like proof templates. Many
modern computer-based automated/semi-automated reasoning tools, such as in-
teractive theorem provers (ITPs), automated theorem provers (ATPs), satisfi-
ability solvers (SAT-solvers), and satisfiability modulo theories (SMT-solvers)
have in their bases proof and theorem reuse. This is done in part for compu-
tational benefits, as well as for usability and understandability benefits. The
computational benefits include being able to check a given proof of a theorem,
which is of course a much simpler problem (in the computational complexity
sense) than finding a proof of a theorem. The usability benefits include being
able to apply a theorem to establish a result once its hypotheses are known.

The computational benefits of proof and theorem reuse underlie the modern
algorithms in SAT-solvers and SMT-solvers, where the Davis-Putnam-Logemann-
Loveland (DPLL) and DPPL(T) search algorithms learn clauses and backtrack
when conflicts arise. The subsequent Conflict-Driven Clause Learning (CDCL)
algorithms used in most modern SAT-solvers have this reuse at their heart [6].
Theorem and proof reuse have inspired similar attempts to reuse verification
results in systems and software. While there are efforts to develop verification
reuse methods in purely discrete systems [22, 28], such as incremental model
checking [27] and component reuse [15], this problem is unaddressed for CPS
that involve both physical and computational processes modeled respectively by
differential equations and state machines.

3 Outlook: CPS Verification Understanding and Reuse

Through our research toward reusing prior formal verification results in CPS,
we hope to improve the engineering process of realistic CPS composed of legacy
and novel subsystems. A key component of this effort is how to understand
prior verification results, from both a high-level conceptual standpoint as well
as a low-level detailed standpoint on actual tool outputs, such as sets of reach-
able states. In the context of recent efforts such as the DARPA High-Assurance



Cyber Military Systems (HACMS) program that aimed in part to develop veri-
fied components [17], the BEDROCK project [13], and verified microkernels like
sel4 [20] and verified optimizing compilers like CompCert [21], enabling reuse
of verification results in CPS will likely rely on both assume-guarantee and com-
positional verification approaches, which may allow the verification results of
these clean-slate subsystems to be reused in later systems. We are not yet to
the state where CPS may be fully verified (e.g., at the system level, or even at
every subcomponent), although progress is being made in many ongoing efforts
(in e.g., verification of cryptographic protocols, key exchanges, control systems,
compilers, operating systems, etc.). In this presentation, we will discuss our past
efforts in this area as well our ongoing research, challenges, and directions for
future progress toward reusing and understanding verification results for CPS.
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