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Abstract—Ensuring safe, secure, and trustworthy artificial
intelligence (AI), particularly within safety-critical systems like
autonomous cyber-physical stems (CPS), is of paramount impor-
tance and of crucial urgency for dependability research. One
approach to establishing such desiderata of Al is through formal
verification, particularly in machine learning (ML) components
like neural networks, to establish they meet certain formal
specifications. The Neural Network Verification (NNV) software
tool implements automated formal methods for this purpose,
specifically reachability analysis, and this interactive tutorial will
demonstrate these to formally verify specifications in neural
networks, as well as in closed-loop CPS. The tutorial begins
with a lecture on the emerging research area of neural network
verification, followed by interactive demos of these methods
implemented in NNV. Examples will be shown from the security,
medicine, and CPS domains.

Index Terms—trustworthy Al, formal methods, cyber-physical
systems

I. OVERVIEW

As artificial intelligence (AI) components and especially
data-driven machine learning (ML) components are increas-
ingly deployed across domains, establishing desiderata of such
components such as their adherence to safety and security
specifications is essential to enable trustworthy AL It is well
known certain ML components, particularly deep neural net-
works (DNNs), suffer from issues such as lack of robustness
and susceptibility to adversarial perturbations, where small
changes in inputs may lead to drastically different outputs, and
further, such systems often just do not function as intended [[1]].
As one approach to show DNNs meet specifications, neural
network verification aims to prove properties of neural net-
works, in line with formal methods and automated formal
verification for other classes of systems, such as digital logic
circuits with classical model checking, albeit other challenges
arise with Al and ML components. NNV [2], [3] is a soft-
ware tooﬂ for verifying neural networks of various types,
along with their usage in autonomous cyber-physical systems
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(CPS), specifically for a class of closed-loop systems known
as neural network control systems (NNCS), where a neural
network is used as a feedback controller. There is an emerging
research community in neural network [4] and NNCS verifi-
cation [5], with growing numbers of publications, software
tools, workshops/symposia, and competitions like the Applied
Verification for Continuous and Hybrid Systems Competition
(ARCH-COMP) category on Al and NNCS (AINNCS) and the
Verification of Neural Networks Competition (VNN-COMP),
as well as with emerging standard formats for neural networks
like ONNXE] and specification languages like VNN-LIBEI
Through this tutorial, we provide an introduction to these
research areas and illustrate on interactive demonstrations and
examples the potential of formal verification to establish the
safe, secure, and trustworthy development of Al

II. TUTORIAL PLAN

The tutorial is divided into three main sections. It begins
with a lecture overview of what is safe, secure, and trustworthy
Al, how formal verification can be used to establish specifi-
cations, and an introduction to formal verification of neural
networks and NNCS. Following this introductory lecture, we
move to two hands-on tutorials using NNV for (1) neural
network verification and (2) autonomous CPS veriﬁcationﬂ

Next, we provide a more detailed overview of the three
planned sections.

a) Overview: To begin the tutorial, we motivate why
safe, secure, and trustworthy AI are important, particularly
in the context of safety-critical systems, such as autonomous
CPS, that increasingly rely on ML components. We next
define the neural network verification problem, followed by
an overview of various approaches for it through methods
developed within the research community, such as optimiza-
tion, reachability, and SMT-based approaches [4]. In essence,
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the neural network verification problem considers a neural
network represented as a function f : R™ — R™, then for
a subset of the input space X C R™ computes (exactly or
overapproximately) the image (range) of f under X, so the
set of outputs is Y = f(X). Given a set of states in the output
space B C R™ representing an undesired behavior, one then
checks whether B N f(X) = @ or not to determine whether
there exists a point x € X that the neural network can take
into B. While underlying approaches vary, this formulation
is in essence what most neural network verification methods
perform, with many details to be handled regarding what the
underlying layer types do to transform inputs.

b) Neural Network Verification: Building on these fun-
damentals, the next part of the tutorial demonstrates NNV on
several tasks, including computer vision problems emerging
from the CPS and medical domains (classification, image
recognition, and semantic segmentation) and security problems
(malware classification) [6[]-[10]. Through these demonstra-
tions, we show how to evaluate the robustness of neural
networks against targeted and random adversarial attacks, as
well as to prove broader specifications. The tutorial includes
full step-by-step instructions for how to create and load
models, as well as define and analyze specifications with NNV,
including an overview of different modes of operation and
parameters, along with design guidance and recommendations,
such as what layer types are supported and which are complex
to analyze (e.g., minimize the number of rectified linear unit
[ReLU] layers and total number of ReLU neurons).

c¢) Autonomous CPS Verification: For the final part of
the tutorial, we show how to verify autonomous CPS where a
neural network is used as a feedback controller for a plant
model, with examples from domains such as autonomous
vehicles in different operating domains [Sf, [L1]-[14]. This
part will discuss details such as plant modeling (as ordinary
differential equations [ODEs] or generalization thereof like
hybrid automata), and demonstrate reachability analysis results
for such systems, along with a discussion of broader model
classes like neural ODEs [15]].

d) Summary: The tutorial concludes with a summary of
what was presented and demonstrated with NNV and exciting
directions for future research to further enable the vision of
safe, secure, and trustworthy Al
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