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Abstract—Deep neural networks (DNNs) have shown impres-
sive performance in computer vision tasks, driven by the avail-
ability of large datasets and advanced deep learning techniques.
This success has prompted the formal methods community to
explore ways of evaluating and improving the reliability and
correctness of these models. These verification efforts, how-
ever, have primarily focused on neural networks that process
image or feature data, overlooking architectures designed for
video data. This oversight hinders the deployment of advanced
computer vision techniques for safety-critical tasks such as
video surveillance, self-driving, and industrial automation, where
reliable performance is required. In this work, we develop a
formal verification approach for video classification tasks. This
includes a novel abstract convex set definition that can represent
video data (image data with a temporal component), as well
as new reachability methods for layers commonly used by
video classification neural networks such as three-dimensional
convolutional and three-dimensional pooling layers. Additionally,
we construct 3 datasets: Zoom In MNIST, Zoom Out MNIST,
and GTRSB Video. These are built upon common datasets from
image classification (MNIST, GTSRB). These three datasets and
the ST-MNIST dataset are used to train a video classification
neural network and then formally verify their robustness against
L∞ norm perturbations. Our results show the scalability of our
approach to different input sizes and where the main challenges
in this domain are.

Index Terms—video classification, robustness, perturbation

I. INTRODUCTION

The success of deep neural networks (DNNs) in performing
image classification tasks has led to their widespread adoption
for use cases such as autonomous driving, air traffic collision
avoidance systems, and facial recognition systems [1], [2].
However, these classifiers are susceptible to adversarial attacks
that can cause failure, leading to catastrophic consequences if
they are a component of a safety-critical system [3]. Notably,
recent incidents in autonomous driving, e.g., Tesla [4] and
Cruise [5], highlight the urgent need for techniques and tools
to formally verify the safety and robustness of neural networks
(NNs) before deploying them in safety-critical applications.

To evaluate such vulnerabilities, the formal verification
community has developed many techniques for verifying
various properties of neural networks [6]–[10]. Robustness
verification methods, in particular, evaluate the sensitivity of
a NN to very slight modifications of an input by checking
for consistency amongst the outputs under these changes.
Some approaches for robustness verification of NNs include:
SMT/SAT-based techniques [6], [11]–[13], optimization [14]–
[18], and reachability analysis [19]–[25] among others such
as branch and bound methods [26], [27]. However, much of
the existing works for robustness verification have targeted
image classifiers with comparatively little effort going towards
video classifiers. This is a concern because the improvement of
deep learning techniques on video data has lead to innovation
in video surveillance technologies and integration into the
perceptive component of autonomous vehicles [28], [29].

Video classification convolutional neural networks (VC-
CNNs) enable applications in action recognition, trajec-
tory prediction, and video understanding by leveraging
three-dimensional convolutional operations. By using three-
dimensional instead of two-dimensional convolutions, the NN
effectively learns complex relationships between local patches
of pixels as they evolve with the input video over time. This,
however, introduces new robustness challenges compared to
the two-dimensional convolutional case [30].

To address these existing limitations and as the main con-
tributions of this work, we propose a new abstract convex
set representation that we call VideoStars, to represent an
infinite number of videos and that enables reachability analysis
of VCCNNs. We additionally show reachability properties
of VideoStars when propagated through three-dimensional
convolutional and pooling layer types that are fundamental
to VCCNNs. We implement the set representation in a NN
verification tool called NNV [10] and apply it to a combination
of existing and custom video datasets.

Related Works. Safety verification and robustness certifi-



Fig. 1: A sample from each of the MNIST Zoom In, MNIST
Zoom Out, GTSRB Video, and ST-MNIST datasets used to
train video classifiers and to generate L∞ perturbed input sets
for robustness verification. For each sample, the frames of the
video are ordered in chronological order from left to right.

cation of DNNs have garnered considerable attention from
various communities, e.g., machine learning [7], [20], [31]–
[36], formal methods [11], [14], [37]–[42], and security [19],
[35], [43]. While there exists a substantial body of research
concentrating on the formal verification of feed-forward neural
networks (FFNNs), convolutional neural networks (CNNs),
and some on semantic segmentation networks (SSNs) and
recurrent neural networks (RNNs) using image-based datasets
[21], [44]–[53], there appears to be a gap in the literature
when it comes to formal verification of these same archi-
tectures when using video-based datasets. To the best of the
authors’ knowledge, there is only one other work on formal
verification of video classifiers. In [54], the authors employ an
optimization-based approach within a game-theoretic frame-
work to evaluate robustness bounds on adversarial samples
generated from the optical flow—the connection between
image frames in a video. Their work focuses on a specific type
of video classifier that utilizes two-dimensional convolutional
and LSTM layers. In contrast, our work performs reacha-
bility analysis on a neural network with three-dimensional
convolutional layers and evaluates robustness over an infinite
set of adversarial inputs generated from the original sample,
significantly expanding upon the restricted perturbations of
optical flow.

The most similar approach to our proposed method is the
ImageStar [47], which is an efficient abstract set representation
for reachability analysis of two-dimensional convolutional and
other layer types. However, its definition does not support
convolution across three dimensions, making it unsuitable for
verifying VCCNNs. To address this limitation, we extend
this prior work by defining an abstract convex set capable
of representing an infinite set of videos. We demonstrate
that this representation supports reachability analysis through
three-dimensional convolutional and other layer types across
a variety of video datasets.

II. VIDEO CLASSIFICATION WITH THREE-DIMENSIONAL
CONVOLUTIONAL NEURAL NETWORKS

CNNs are known for their impact on computer vision,
particularly for image classification, due to their ability to
capture spatial features in the image via convolution. A turning
point in computer vision concerning video classification came
with the advent of the three-dimensional convolutional layer,
which could learn spatiotemporal features. By performing
convolution across the spatial and temporal dimensions, the
NN could consider the evolution of the frames across a video
when making its prediction. In the remainder of this section,
we introduce formal definitions for the video classification
task and VCCNNs, so that we can speak more precisely
about three-dimensional convolutional layers and the C3D
architecture [55], for which we evaluate robustness.

A. Image and Video Classification

Image classification is the task of taking an input image
x ∈ RC×H×W and mapping it to one of all possible values in
a finite set of labels K = {1, . . . , k} where C,H,W ∈ R are
the number of color channels, height, and width, respectively
and k is the number of possible classes. Video classification is
much like the image classification task except the input is now
a video and so it has the added time dimension. Therefore, we
define video classification as the task of taking an input video
v ∈ RC×T×H×W and mapping it to one of the possible values
in a finite set of classes K = {1, . . . , k} where C, T,H,W ∈
R are the number of color channels, number of frames, height,
and width, respectively and k is the number of possible classes.
In the next section, we formally define VCCNNs and introduce
three-dimensional convolutions.

B. Video Classification Convolutional Neural Networks

A VCCNN is a CNN used for a video classification task.
More formally, a VCCNN N is a CNN that maps an input
video v ∈ RC×T×H×W to one of k ∈ K defined classes,
i.e. N : v → K. Given N with n layers and an input
video v, the class into which N classifies v is determined
by N (v) = argmaxc∈K Nn(v) where Nn(v) is the output
from propagating v through all layers of N .

A key feature of VCCNNs is the use of three-dimensional
convolutional layers which capture spatiotemporal features
from the video data. Three-dimensional convolutional layers
operate just like two-dimensional convolutional layers in that
they use a kernel to capture relationships between features
of the input data. Three-dimensional convolution, however,
uses a three-dimensional kernel and learns spatiotemporal
features. To do this, the convolutional layer applies an element-
wise multiplication of the kernel to local regions of the
input. Figure 2 shows an example of the first iteration of a
convolution of an input video.

C. The C3D Architecture

In the same paper that proposed the three-dimensional
convolutional layer, the C3D architecture was introduced—
a formulation that was crucial to the growth of the video
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Fig. 2: Visualization of a (1 × 3 × 2 × 2) three-dimensional kernel applied across a (1 × 3 × 5 × 5) dimensional video.
The operator ∗ denotes the convolution operation summarized by element-wise multiplications followed by summation over a
localized region. We denote the element-wise multiplication with ⊙.

classification domain [55]. The C3D architecture is made up of
8 convolutional blocks (with a three-dimensional convolutional
layer and three-dimensional max pooling layer per block), two
fully-connected layers, dropout layers, and ReLU activation
layers following each of the convolutional blocks. The C3D
architecture is the inspiration for the VCCNNs trained and
verified in this work. However, due to the complexity of com-
puting the output reachable set of a VCCNN, we use a pruned
version of the architecture that still leverages a convolution
block-like structure. This modification allows us to compare
performance across models of similar sizes (e.g., verification
of image classification neural network) while highlighting the
significant gap that remains before formal verification becomes
practical for neural network-based video classifiers.

Outline. In the remainder of the paper we will: 1) define
reachability analysis and robustness verification for VCCNNs,
2) introduce a novel abstract convex set representation called
VideoStars that enable reachability analysis of layer types such
as three-dimensional convolutional and pooling layers and
formally prove the reachability properties of them, 3) highlight
the custom video datasets as well as other components used for
implementing and evaluating the proposed method and provide
details on the controlled variables and 4) discuss the results of
the various experiments and consider future works in formal
verification of VCCNNs.

III. PROBLEM FORMULATION

This section formally defines the robustness verification
problem for VCCNNs. We first define reachability analysis for
VCCNNs and then show how this method helps us evaluate
whether or not a VCCNN is robust against a set of samples
within a threshold determined by some ϵ ∈ R. We extend
the definitions of generalized star sets and the reachability of
the convolutional, average pooling, and fully-connected layers
established by Tran et al. [22], [47] to define VideoStars
and the reachability of three-dimensional convolutional, three-
dimensional average pooling, and fully-connected layers with
the VideoStar input set.

A. Reachability Analysis

Reachability analysis of VCCNNs is the process of prop-
agating an input or set of inputs through its layers in order
to construct a set containing all possible outputs of the NN
with respect to its input(s). We consider the reachability of
a VCCNN N that consists of a series of layers of which
at least one layer must be a three-dimensional convolutional
layer and other potential layers include fully-connected, three-
dimensional average pooling, and ReLU activation layers.
Mathematically, we define a VCCNN with n layers as N =
{Ni} for i = 1, 2, . . . , n.

Definition 1 (Reachable set of a VCCNN). An (output)
reachable set RN of a VCCNN N corresponding to a linear
input set I is defined incrementally as:

RN1
≜ {y1 | y1 = N1(x), x ∈ I},

RN2
≜ {y2 | y2 = N2(y1), y1 ∈ RN1

},
...

RN = RNn
≜ {yn | yn = Nn(yn−1), yn−1 ∈ RNn−1

}

where N has n layers and Ni(·) is a function representing the
operation of the ith layer.

The definition shows that the reachable set of the VC-
CNN N can be constructed layer-by-layer. We compute the
reachable set of N by first constructing the reachable set of
each subsequent layer Ni defined by a specific operation.
As convolution, average pooling, and linear operations are
fundamental to many VCCNN architectures such as C3D [55],
I3D [56], and ResNet3D [57], we later show the reachability
of the output set under operations from these layer types.

B. Robustness Verification

This work considers the robustness verification of VCCNNs
against L∞ perturbations. Before defining the L∞ perturba-
tions, we introduce notation for referencing individual pixel
values of the video. Given a video v ∈ RC×T×H×W , we



denote indexing into the video to reference the particular pixel
at color channel c, frame t, row i, and column j with v(c,t,i,j).
L∞ perturbations are subject to the infinity-norm

∥x ∥∞ = max
i

|xi|

where x = (x1, x2, . . . , xn) ∈ Rn. Additionally, a limit of ϵ
is imposed on the difference between any given pixel xi of an
input and its counterpart:

|xi − x′
i| ≤ ϵ, ∀i,

where x′
i represents the perturbed pixel values.

Definition 2 (L∞ Perturbation). Given some value ϵ ∈ R and
a video v ∈ RC×T×H×W , the L∞ perturbations of v compose
the set

Lϵ = {ṽ, if and only if | v(c,t,i,j) − ṽ(c,t,i,j) | ≤ ϵ} (1)

for all c ∈ C, t ∈ T , i ∈ H , and j ∈ W and some ϵ ∈ R.

Equipped with the definition of a perturbation, we can now
formalize what it means for a VCCNN to be robust to an
ϵ-valued L∞ perturbation for an input.

Definition 3. Given a VCCNN N , a video v, and an epsilon
perturbation ϵ, the CNN N is said to be robust to its input v for
some ϵ if and only if: ∀ ṽ ∈ Lϵ,N (ṽ) = N (v). If ∃ ṽ ∈ Lϵ

such that N (ṽ) ̸= N (v), then the video is called non-robust.

Building on the definition of robustness for VCCNNs, we
can state the robustness verification problem for VCCNNs as
follows: given a VCCNN N , a video v, and a set of L∞-
perturbed videos Lϵ, show that the video v is robust or non-
robust.

IV. REACHABILITY WITH VIDEOSTARS

Introduced by Tran et al. [47], ImageStars are an optimized
abstract set representation for reachability analysis of two-
dimensional convolutional, two-dimensional average pooling,
and fully-connected layers. However, their abstraction for
images is not sufficient for representing time-dependent video
data. Therefore, we extend the notion of an ImageStar to create
VideoStar, a representation based on generalized star sets for
the efficient computation of output reachable sets of three-
dimensional convolutional, three-dimensional average pooling
and fully-connected layers. In the remainder of this section,
we formally define VideoStars and show their reachability
as propagated through three-dimensional convolutional, three-
dimensional average pooling, and fully connected layers. We
note that ⊤ and ⊥ refer to true and false values, respectively.

Definition 4. A VideoStar Θ is a tuple (c, V, P, l, u) where
c ∈ RC×T×H×W is the anchor video, V = {v1, v2, . . . , vm} is
a set of m videos in RC×T×H×W called generator videos, P :
Rm → {⊤,⊥} is a predicate, and C, T,H,W are the number
of channels, time (in number of frames), height, and width of
the videos respectively. The generator videos are arranged to

Θ = c+ αv =

1 02; 3; 11 2 0

2 3 0

1 1 2

c ∈ R1×3×3×3

+α

1 02; 3; 10 1 0

0 0 0

0 0 0

v ∈ R1×3×3×3

where P ≡
(

1
−1

)
, α ≤

(
2
2

)
Fig. 3: An example of a VideoStar that is 3-pixels wide (W),
3-pixels high (H), with 1 color channel (grayscale) and 3 time
steps (T). The VideoStar describes an infinite set of videos
that can be constructed such that pixel x1,1,2 ∈ Θ can take on
any value between 0 ≤ x1,1,2 ≤ 4.

form the VideoStar’s C × T ×H ×W ×m basis array. The
set of videos represented by the VideoStar is given as:

JΘK = {x | x = c+

m∑
i=1

(αivi) and P (α1, . . . , αm) = ⊤}.

Sometimes we will refer to both the tuple Θ and the set of
states JΘK as Θ. In this work, we restrict the predicates to be
a conjunction of linear constraints, P (α) ≜ Cα ≤ d where,
for p linear constraints, C ∈ Rp×m, α is the vector of m-
variables, i.e., α = [α1, . . . , αm]T , and d ∈ Rp×1. A VideoStar
is an empty set if and only if P (α) is empty. Figure 3 is an
example visualization of the VideoStar created when trying to
perturb a single pixel (highlighted) of a 3×3×3 video by ±2
where P, α define our set of linear constraints. The VideoStar
defines an infinite set of possible videos that fall in the range
where the perturbed pixel is in the range [0, 4].

Given the definition of a VideoStar, we next state a critical
lemma used to develop reachability: that VideoStars are closed
under affine mappings. That is, given a VideoStar, applying an
affine mapping to it gives us another VideoStar by transform-
ing the anchor, generators, and predicate.

Proposition 1 (Affine mapping of a VideoStar). An affine
mapping of a VideoStar Θ = (c, V, P, l, u) with a scale
factor γ and an offset video β is another VideoStar Θ′ =
(c′, V ′, P ′, l′, u′) in which the new anchor, generators, and
predicate are as follows:

c′ = γ · c+ β, V ′ = γ · V, P ′ = P, l′ = l, u′ = u.

Proposition 2 (Intersection of a VideoStar and a Half-space).
The intersection of a VideoStar Θ = (c, V, P, l, u) and a half-
space H ≜ {x | Hx ≤ g} is another VideoStar Θ′ with the
following characteristics

c′ = c, V ′ = V, P ′ = P ∧ P̄ , l′ = l, u′ = u.

such that P̄ (α) ≜ (H × Vm)α ≤ g − H × c with Vm =
[v1 v2 . . . vm].
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Fig. 4: An example of the output reachable set (VideoStar) of a convolutional layer with a single 1×2×2×2 (grayscale) filter

where the weights and the bias of the filter are W =

[[
1 1
−1 0

]
,

[
0 2
1 0

]]
, b = 0, respectively, the stride is S =

[
1 1 1

]
,

the padding size is P =
[
0 0 0 0 0 0

]
, and the dilation factor is

[
1 1 1

]
.

In the remainder of this section, we show how to compute
the reachable set of several layer types that are critical in
VCCNNs, assuming we are representing sets of videos using
VideoStars as just defined, and for which we have shown are
closed under affine mappings in Lemma 1.

A. Reachability of a three-dimensional convolutional layer

We begin by showing how to compute the reachable set
of a three-dimensional convolutional layer. Consider a three-
dimensional convolutional layer with the following param-
eters: the weights θConv3d ∈ RF×C×Tf×Hf×Wf , the bias
bConv3d ∈ RF×1×1×1, the padding size P , the stride S, and
the dilation factor d where C, Tf , Hf ,Wf are the number of
color channels, time, height, and width of the filters in the
layer respectively. Additionally, F is the number of filters. The
reachability of a convolutional layer is given in the following
lemma.

Lemma 1. The reachable set of a convolutional layer
with a VideoStar input set I = (c, V, P, l, u) is an-
other VideoStar I ′ = (c′, V ′, P ′, l′, u′) where c′ =
Convol3D(c) is the three-dimensional convolution operation
applied to the anchor video, V ′ = {v′1, . . . , v′m}, and v′i =
Convol3DZeroBias(vi) is the three-dimensional convolu-
tion operation with zero bias applied to the generator videos,
i.e., only using the weights of the layer.

Proof. By Definition 4, any video in the VideoStar x ∈ Θ is
a linear combination of the center and basis videos, e.g. there
exists some α such that x = c+ αv. Given the formula for a
three-dimensional convolution

(A ∗B)(h,i,j,k) =
ni∑
i′=i

nj∑
j′=j

nk∑
k′=k

nh∑
h′=1

A(ĥ,̂i,ĵ,k̂)B(h′,i′,j′,k′)

where A ∈ RC×T×H×W is the kernel matrix, B ∈
RC×T ′×H′×W ′

is the input video, and the indices to the kernel
matrix denoted by ĥ, for example, are computed ĥ = h′ − h,
we want to show that

(W ∗ (c+ αv)) + b = [(W ∗ c) + b] + α(W ∗ v)

where W is the kernel matrix of the convolutional layer
and c + αv is the VideoStar. Note that the equation for a
convolution A∗B is an element-wise multiplication of regions
in the matrices A,B and summation of these products. The
values nh, ni, nj, nk denote the sum of the initial values, e.g.
h, i, j, k, and the size of the kernel in the corresponding dimen-
sion C, T,H,W such that we sum together all element-wise
products of the kernel. This property is trivial as convolution
is an affine transformation and we can rewrite the convolution
W ∗ (c+ αv) into the sum

(W ∗ (c+ αv))(h,i,j,k) =
ni∑
i′=i

nj∑
j′=j

nk∑
k′=k

nh∑
h′=1

A(ĥ,̂i,ĵ,k̂)(c+ αv)(h′,i′,j′,k′)

=

ni∑
i′=i

nj∑
j′=j

nk∑
k′=k

nh∑
h′=1

W(ĥ,̂i,ĵ,k̂) · c(h′,i′,j′,k′)+

α

ni∑
i′=i

nj∑
j′=j

nk∑
k′=k

nh∑
h′=1

W(ĥ,̂i,ĵ,k̂) · v(h′,i′,j′,k′)

= (W ∗ c) + α(W ∗ v)

Therefore, we have that

(W ∗ (c+ αv)) + b = [(W ∗ c) + b] + α(W ∗ v)

which can be represented as another VideoStar by Lemma 1
with c′ = (W ∗ c) + b and v′ = α(W ∗ v).
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Fig. 5: An example of the output reachable set of a three-dimensional average pooling layer with a single 2× 2× 2 filter, all
weights of the filter equal to 1

2×2×2 , the bias b = 0, the stride is S =
[
1 1 1

]
, the padding size is P =

[
0 0 0 0 0 0

]
,

and the dilation factor is
[
1 1 1

]
.

Figure 4 demonstrates how a VideoStar is transformed
when propagated through a 3D convolutional layer to produce
another VideoStar. Next, we show the reachability of a three-
dimensional average pooling layer as a special application of
the three-dimensional convolutional layer.

B. Reachability of a three-dimensional average pooling layer

The reachability of an average pooling layer with padding
size P , and stride S is given below, with its proof similar to
that of the convolutional and fully-connected layers.

Lemma 2. The reachable set of a three-dimensional average
pooling layer with a VideoStar input set I = (c, V, P, l, u)
is another VideoStar I ′ = (c′, V ′, P ′, l′, u′) where c′ =
average(c), V ′ = {v′1, . . . , v′m}, v′i = average(vi), and
average(·) is the average pooling operation applied to the
anchor and generator videos.

Proof. The three-dimensional average pooling layer can be
considered a special application of a three-dimensional convo-
lutional layer. By setting all of the weights of a convolutional
layer equal to

Wi,j =
1

kt · kh · kw
where the convolutional layer is defined by the kernel matrix
K ∈ RC×kt×kh×kw for all i, j ∈ N, i ≤ C · T · H · W and
j ≤ C · T ′ ·H ′ ·W ′ and

T ′ =
T − kt + 2× Pt

St
+ 1

H ′ =
H − kh + 2× Ph

Sh
+ 1

W ′ =
W − kw + 2× Pw

Sw
+ 1

Therefore, we can conclude that the reachable set of a three-
dimensional average pooling layer with a VideoStar input set
I is another VideoStar I ′.

Figure 5 is the process of computing the output set of a
3D average pooling layer which takes a VideoStar as input.
Having shown reachability of VideoStars under convolution
operations, we turn our attention toward the fully-connected
layer. Because of Lemma 1, it is trivial to show reachability.

C. Reachability of a fully connected layer

Next, we show the reachability of a fully connected layer.

Lemma 3. Given a fully connected layer with weight W ∈
Rnfc×mfc , bias bfc ∈ Rnfc , and a VideoStar input set
I = (c, V, P, l, u), the reachable set of the layer is another
VideoStar I ′ = (c′, V ′, P ′, l′, u′) where c′ = W · c+ b, V ′ =
{v′1, . . . , v′m}, v′i = W · vi, c(v) = reshape(c(vi), [mfc , 1]).
Note that it is required for consistency between the VideoStar
and the weight matrix that mfc = c×t×h×w where c, t, h, w
are the number of channels, time, height, and width of the
VideoStar.

Proof. This proof follows from the proof for Lemma 1. By
Definition 4, any video in the VideoStar x ∈ Θ is a linear
combination of the center and basis videos, e.g. there exists
some α such that x = c+αv. Like in the proof of Lemma 1,
we reshape the VideoStar to a column vector with mfc =
c · t ·h ·w number of elements. The output of the linear layer,
y, is defined by

y = W · (c+ αv) + b

The fully-connected layer is performing an affine mapping of
the input video c+αv, so, by linearity of matrix multiplication,



(a) Robust Result (b) Unknown Result

Fig. 6: Visualization of the reachable outputs computed on input sets generated from a sample of the ST-MNIST dataset verified
as robust (left) and unknown (right). The plots generated are on the same ST-MNIST sample with different values of ϵ.
The true label for the sample is 6. In the robust case, we see that the minimum of the output range for the class label 6
exceeds the maximum output of all other classes, therefore we can conclude that all samples of the input set will be classified
with label 6. In the unknown case, however, we see that there is overlap in the output ranges, therefore we cannot conclude
whether or not the VCCNN is robust to all samples in the generated input set.

we can split this up into

y = (W · c) + (Wαv) + b

y = [(W · c) + b] + α(Wv)

Therefore, the output y is another VideoStar with updated c′

and v′ such that c′ = (Wc̄) + b and v′ = α(Wv̄).

V. EXPERIMENTAL SETUP

To summarize the experimental setup, we verify the robust-
ness of a VCCNN based on the C3D architecture on custom
video datasets against L∞ perturbations using NNV. In the
following subsections, we describe each component of the
experimental setup in more detail.

A. Datasets

Video classification is a very computationally expensive
task because of the high number of features in the data
and the increased complexity of the task. This challenge
becomes even more pronounced when verifying VCCNNs, as
the size of the perturbed input sets for robustness evaluation
grows significantly. To address these challenges, we prioritized
the creation and use of smaller video datasets for verifying
VCCNNs. We developed three novel video datasets based on
the MNIST and GTSRB image datasets, thereby enabling ro-
bustness verification of VCCNNs on samples with a relatively
small number of features.

Zoom In MNIST and Zoom Out MNIST. Using the
MNIST dataset, we created two video datasets for these
experiments by altering the contents of the images over time
to construct a sequence. The resulting datasets transform the
MNIST dataset by zooming in or zooming out on the digits
to create a video, thereby increasing or decreasing the digit’s

visibility through time. To introduce more variability in the
kinds of data being trained on, we also control the length of
the videos being created by altering the number of frames in
each video. For each of the Zoom In MNIST and Zoom Out
MNIST datasets, we create videos with 4, 8, or 16 frames.
To construct these datasets, we first generated the Zoom In
MNIST and Zoom Out MNIST datasets to use 16 frames
for the video. To construct the 4 and 8-frame video length
versions of the datasets, we subsampled specific frames from
the 16-frame versions of the datasets, therefore resulting in six
variations of the MNIST dataset altogether. By subsampling
the frames from the 16-frame video length datasets, we main-
tained consistency between the videos being verified, therefore
allowing us to analyze the impact of increasing the size of the
temporal dimension of the video.

Each of the dataset variations has already been split into
training (10,000 videos) and testing data (1,000 videos). Each
grayscale video has 4, 8, or 16 frames t with a pixel resolution
of 32 × 32, i.e., v ∈ R1×t×32×32, such that t ∈ {4, 8, 16}.
Figure 1 showcases a progression of frames for samples from
each dataset.

GTSRB Video. We used a similar process as outlined previ-
ously to construct a slightly more complex video dataset based
on the German Traffic Sign Recognition Benchmark (GTSRB)
dataset. Previous works have shown how susceptible neural
networks are to adversarial attacks, which is a major concern,
particularly in the autonomous driving industry, because of
their widespread use for classifying traffic signs. The ability
to recognize traffic signs—the language for communicating
the rules of the road—is a crucial capability of autonomous
vehicles and can have dangerous consequences if not safely
implemented. For this reason, we additionally created the GT-



Fig. 7: An example from the ST-MNIST dataset with class 3.
On the left are the individual frames of the video and on the
right is the output of overlaying all frames on top of each other.
A subset of the frames shown on the left are also available in
Figure 1.

TABLE I: Modified C3D model performance on Zoom Out,
Zoom In, GTSRB Video, and ST-MNIST variations. Training
metrics are reported from top to bottom in each table as 4-
frame, 8-frame, 16-frame videos for the Zoom Out, Zoom In,
and GTSRB Video datasets. ST-MNIST, on the otherhand, uses
16-frame, 32-frame, and 64-frame videos. All values reported
are percentages.

Dataset Accuracy Precision Recall F1 Score

Zoom Out
84.0 71.6 66.8 68.0
87.9 76.8 72.8 73.9
90.0 79.2 75.7 76.7

Zoom In
86.5 73.3 69.8 70.6
89.6 76.7 73.6 74.4
89.8 76.5 73.9 74.5

GTSRB
87.5 80.3 80.5 79.8
87.4 79.7 79.9 79.2
87.5 79.9 80.3 79.5

STMNIST
73.4 68.2 68.5 65.7
77.1 71.9 72.1 69.7
79.9 75.4 75.9 73.3

SRB Video dataset. This dataset is made up of approximately
60,000 videos of German traffic signs from the GTSRB dataset
being zoomed in on over time. Like the ZoomIn and ZoomOut
MNIST datasets, the videos have height and width of 32×32,
with the number of frames in the video varying between 4,
8, and 16. However, these videos are in RGB instead of
grayscale, so they maintain 3 times as many features, i.e.
v ∈ R3×t×32×32, such that t ∈ 4, 8, 16.

ST-MNIST. Finally, we evaluated VideoStars against L∞
perturbations on the ST-MNIST dataset [58]. This dataset
contains 6953 samples of 23 participants writing a digit (0-
9) 30 times each. As such, each sample records the contact
location of a pen when writing a specific digit on a canvas over
time. These videos are compiled into samples of dimension
2 × t × 10 × 10 where t ∈ N is the number of frames. On
the left side, Figure 8 shows a breakdown of the progression
of frames for a sample of the ST-MNIST dataset going from
top to bottom and left to right. The right side of the figure
demonstrates how the frames come together to produce a
now classifiable sample where the temporal sequencing of

the frames is a learnable feature that distinguishes it from
other samples. Unlike in the previously used datasets, it
will be virtually impossible for the VCCNN to accurately
classify samples using only the spatial features because each
individual frame carries so little information with it. It is the
composition of the frames together that make a distinguishable
sample. Therefore, this dataset is a low-cost experimentation
of robustness verification for VCCNNs where the temporal
component has high impact on the task.

The only caveat to this dataset is that the videos have
varying length in number of frames. To remedy this, like in
the custom video datasets, variations of the ST-MNIST dataset
were designed to have a target number of frames. If a specific
sample did not have enough frames to satisfy the requirement,
the sample was padded. We use ST-MNIST samples with 16,
32, and 64 frames in our experiments, i.e. v ∈ R2×t×10×10,
such that t ∈ 16, 32, 64.

B. Video Classification Neural Network Architecture

The C3D neural network architecture inspired the VCCNN
architecture used in these experiments because of its sig-
nificance to the progression of video classification via deep
learning in the last decade. In our experience, however, the
result of using this architecture for the Zoom In or Zoom
Out MNIST datasets was an NN with greater than 10 million
parameters and a large number of ReLU activation neurons.

To reduce the complexity of the VCCNNs, we instead use
only the intuition behind the C3D neural network architecture,
the three-dimensional convolutional block. We use a sin-
gle three-dimensional convolutional block in the architecture
with three-dimensional average pooling instead of a three-
dimensional max pooling layer. Additionally, we reduce the
number of output channels to 8 from the 512 output channels

Fig. 8: A comparison of the average running times across the
Zoom In and Zoom Out MNIST and GTSRB Video datasets.
The average runtime is measured in seconds.



TABLE II: Robustness verification results for a VCCNN evaluated on the ZoomIn, ZoomOut, GTSRB Video, and ST-MNIST
datasets against L∞-perturbed samples represented as VideoStars and verified with the relax and approx reachability methods.
The metrics reported for each dataset include PRSV and average runtime across all provided samples.

Reachability Method Metric Dataset Epsilon
1/255 2/255 3/255

Relax

PRSV (%)

ZoomIn-4f 98 94 93
ZoomIn-8f 100 96 93
ZoomIn-16f 100 99 98
ZoomOut-4f 97 96 93
ZoomOut-8f 100 98 97
ZoomOut-16f 100 99 98
GTSRB-4f 93.49 79.07 64.19
GTSRB-8f 90.70 78.14 64.65
GTSRB-16f 91.16 74.88 57.21
STMNIST-16f 80 46 27
STMNIST-32f 77 37 23
STMNIST-64f 41 12 5

Avg. Time (s)

ZoomIn-4f 21.41 22.25 23.00
ZoomIn-8f 62.03 63.53 64.81
ZoomIn-16f 204.42 211.56 218.68
ZoomOut-4f 22.79 32.54 39.31
ZoomOut-8f 63.64 125.74 129.30
ZoomOut-16f 206.37 214.54 223.02
GTSRB-4f 6.31 7.60 9.23
GTSRB-8f 20.59 21.62 23.74
GTSRB-16f 197.03 426.74 948.58
STMNIST-16f 22.35 27.81 35.06
STMNIST-32f 13.06 15.05 20.27
STMNIST-64f 6.76 7.91 300.18

Approximate

PRSV (%)

ZoomIn-4f 98 94 93
ZoomIn-8f 100 96 93
ZoomOut-4f 97 96 93
ZoomOut-8f 100 98 97
GTSRB-4f 93.49 79.07 64.19
GTSRB-8f 90.70 78.14 64.65
GTSRB-16f 91.16 74.88 56.74
STMNIST-16f 80 46 27
STMNIST-32f 77 37 23
STMNIST-64f 41 12 5

Avg. Time (s)

ZoomIn-4f 39.58 40.99 42.44
ZoomIn-8f 111.36 113.87 116.58
ZoomOut-4f 41.86 59.99 72.33
ZoomOut-8f 115.43 227.01 234.41
GTSRB-4f 6.99 9.01 11.41
GTSRB-8f 20.00 21.62 24.77
GTSRB-16f 222.43 459.89 1044.40
STMNIST-16f 35.60 40.75 47.57
STMNIST-32f 24.04 26.33 32.44
STMNIST-64f 7.68 9.68 304.52

in the final convolutional block of the C3D architecture.
Finally, we eliminated the dropout and the two fully connected
layers. In doing so, we reduced the number of parameters to
anywhere from 60,000-300,000, depending on the length of
the videos used to train the neural network. Table I shows a
breakdown of the performance for each neural network on the
testing data.

C. Tools

We selected the NNV tool because of VideoStar’s relation to
ImageStar as a modification of generalized star sets. It is also a
considerable benefit that three-dimensional convolutional lay-
ers and three-dimensional average pooling layers are supported
by the NN framework used by the NNV tool for reachability
analysis. Other tools such as nnenum [25] and CORA [23]
were considered but ultimately failed to support the use of
three-dimensional convolutional layers critical to the purpose



of this work.

D. Evaluation

For each of the Zoom Out, Zoom In, and ST-MNIST dataset
variations, we randomly select 100 (10 per class) originally
correctly classified videos from the testing datasets to verify.
The input sets are generated using L∞ perturbations for all
ϵ ∈ {1/255, 2/255, 3/255} due to the normalization of the
input pixel values to be between [0, 1]. In the case of the
GTSRB Video dataset, we verify 215 samples (5 per class).
We enforce a timeout of 1800s for verifying any single input
set. Additionally, we use two different reachability methods to
compute the output reachable sets of the neural networks. The
first reachability method is the relaxed reachability method,
which we will refer to as relax [59]. The second reacha-
bility method is an overapproximation reachability method
(approx) [22]. The relax reachability method builds off of
approx to reduce the number of linear programming problems
it needs to solve and improve the time required to verify the
sample, but the consequences of which are a more conser-
vative estimate of the output reachable sets. Because we are
using overapproximate methods for verification, for any given
input set being verified, the possible outcomes are robust,
non-robust, unknown, and timeout. Figure 6 shows
the reachable outputs for two input sets generated from a
sample of the ST-MNIST dataset with outcomes robust and
non-robust.

All verification experiments were run on an Apple M1 Max
10-core CPU@3.20GHz×10 with 64GB of RAM using the
modified NNV tool with the added support for reachability
analysis of three-dimensional convolutional layers as stated in
Lemma 1.

VI. RESULTS

We evaluate the robustness verification of the video classifi-
cation neural networks using two metrics: proportion of robust
samples verified and runtime. Proportion of robust samples
verified (PRSV) is the proportion of samples that are verified
to be robust out of all samples being verified, e.g. if there
were 80 samples verified to be robust out of 100 samples
then the PRSV is 80%. Because we are using overapproximate
reachability methods, it is important to note that those samples
whose robustness are neither proven nor disproven do not
count as robust under this definition. Additionally, we measure
how long it takes to verify the sample.

Table II summarizes the PRSV and average running times
for all samples verified for each of the experiments run at
their different ϵ values. An important takeaway from these
results is that there exists a relationship between the difficulty
of the video classification task and the ease with which an
input can be adversarially perturbed. Starting with the MNIST-
based video datasets and increasing with complexity to the
GTSRB Video dataset, which is RGB instead of grayscale,
has 43 classes instead of 10, and contains complicated shape
and color combinations, ultimately leads to a degradation
in robustness of the VCCNN under the same architecture.

Similarly, going from GTSRB Video to ST-MNIST, which
contains only 10 × 10 features to learn from, dependence on
the temporal component of the data, and high sparsity of the
input videos, leads to a highly sensitive VCCNN.

Also, as expected, the increased number of features in the
samples and complexity of the task and NNs makes robust-
ness verification for VCCNNs a computationally expensive
problem. From the results, we observe a clear correlation
between the number of features, much more so than ϵ, and
the increase in average runtime of the verification methods.
It is also important to note how easily the runtime of these
verification algorithms can grow as in the runtime seen from
using the relax method on the 16-frame GTSRB Video dataset.
Additionally, the runtime results of reachability on the per-
turbed 64-frame ST-MNIST samples shows that the runtime
bottleneck in solving LP problems is even more pronounced,
as expected, with video as opposed to image data.

VII. CONCLUSION AND FUTURE WORK

State-of-the-art deep learning techniques are incredibly
powerful but cannot be trusted in safety-critical systems due to
their opaque nature. This work aims to bridge the gap between
modern deep learning and formal verification by adapting
reachability analysis to video classification tasks.

In this work, we present VideoStars, an abstract convex set
representation for representing infinite sets of four-dimensional
video data. We show the reachability of VideoStars under
propagation through layer types fundamental to VCCNNs such
as three-dimensional convolution and average pooling, and
fully-connected. Additionally, we construct three new video
datasets based on the MNIST and GTSRB datasets to make
robustness verification of video classifiers a more accessible
research direction.

In future work, we want to explore the increased complexity
of possible perturbations or attacks on the video input that
result from the added temporal dimension. The set of possible
perturbations increases as the small changes can be distributed
throughout a much greater space than when limited to only
the spatial dimension. As robustness verification of NNs on
high-dimensional inputs is a computationally costly problem,
we plan to investigate other approaches based on abstract
interpretation to improve the scalability of the presented work.
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