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Fig. 4. The instrumentation points are added by Hynger into open-loop,
periodically or aperiodically controlled SLSF models.

points to record state variable values at each simulation time-
step. Hynger can instrument both open-loop or periodic, and
aperiodic control actions, p, as shown in Fig. 4. The instru-
mentation points are inserted into the SLSF diagram using
function calls through following two types of callbacks:

1) Precondition Callback: 1t is called before a Simulink
block output method executes, i.e., the valuation of the state
variable is recorded before the Simulink block execution.
Hence, the state valuation is recorded at time ¢.

2) Postcondition Callback: 1t is called after a Simulink
block output method executes, i.e., the valuation of a state
variable is recorded after the Simulink block execution. Hence,
the valuation of the state is recorded at time ¢ + &, where ¢ is
the simulation time-step.

As the SLSF diagram is simulated using Hynger, these
instrumentation callback functions automatically insert the
instrumentation points to generate a trace file format compat-
ible with Daikon, a dynamic analysis tool used to generate
likely invariants for software programs [31]. The analysis
performed on a software program by actually executing it
on a host processor is called the dynamic analysis. As the
computational overhead for Hynger grows linearly with the
number of monitored state variables [30], the user can select
fewer state variables for monitoring (e.g., the output voltages
and currents in DC microgrid) to reduce the computational
overhead. Moreover, instead of selecting the entirety of the
Simulink model for instrumentation, the user can select fewer
Simulink blocks to further reduce the performance overhead.
C. FDIA Detection Framework

This framework involves inferring and checking sets of
invariants to determine if an FDIA is underway. While this
builds on the Hynger tool, extensions will be required to
execute the tool and analyze results at runtime. The FDIA
detection framework is shown in Fig. 5. A CPS model is
provided as an SLSF diagram A. The SLSF diagram is
instrumented (denoted as .A) using the Hynger tool, and is
executed to generate a set of sampled, finite-precision traces
T for given initial condition § € ©. This adds instrumentation
points for every input and output signal in the SLSF diagram.
These generated traces are in Daikon compatible format that
are passed on to Daikon, and analyzed to generate a set of
candidate invariants ®. However, Hynger/Daikon combination
provides only the candidate invariants when used as standalone
invariant generation tool. Each element ¢ € d is then checked
as actual invariant using the reachability analysis. The SpaceEx
reachability analysis tool [33] is used to obtain the actual
invariants. Changes in & over time indicates an FDIA.
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Fig. 5. FDIA detection framework using Hynger/Daikon to infer the candidate
invariants and using SpaceEx reachability analysis to generate the reach sets.

For a given formal hybrid automaton 7 of a CPS, following
definitions are introduced to extract the actual invariants from
candidate invariants, as shown in Fig. 5:

Definition 3.1: For a hybrid automaton 7, all states encoun-
tered during executions are called the reachable states of H.
A state is already defined in Definition 2.1. Since the exact
set of all reachable states is undecidable, reachability analysis
tools compute the overapproximated sets of reachable states
(called the reach sets for simplicity). In this work, SpaceEx
[33] is used to compute the reach sets for a formal hybrid
automaton H, denoted by Ry .

Definition 3.2: The property p of a hybrid automaton # is
defined as a Boolean-valued expression, that contains some or
all state variables of #, and evaluates to T'rue or False.

Definition 3.3: For a hybrid automaton #, a state s is said
to satisfy the property p (i.e., s p) if p evaluates to T'rue
when all state variables are assigned values as defined by the
state s.

Definition 3.4: For a hybrid automaton 7, a property p is
an invariant of H if all its reach sets satisfy p, i.e., Ru p.
A candidate invariant ¢ € disalsoa property of H. Therefore,
Definition 3.4 infers the actual invariants ¢ € .

Definition 3.5: A candidate invariant ¢ € d of a hybrid
automaton H is the actual invariant ¢ € ® iff Ry ¢ € 3.

The candidate invariants for DC microgrids are obtained
from Hynger in forms of bounds over the continuous state
variables, and denoted as [B;, B,]. It is assumed that SLSF
model depicts the hybrid automaton so that Hynger can find
the set of candidate invariants ®. Each P € $ is then
examined to ascertain whether it is an actual invariant as per
Definition 3.5, i.e., checking whether Ry C ¢ holds.

The FDIA tends to disturb the consensus and hence the
invariants as shown in case studies in Section IV. This change
is employed to detect FDIA on DC microgrids.

Definition 3.6: A hybrid automaton 7 is said to be operating
under FDIA scenario iff ¢ & ®.

IV. CASE STUDIES

A small-scale DC microgrid prototype is shown in Fig. 6,
with the system parameters given in the Appendix. A compar-
ison of the SLSF model simulation and the experimental data
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Fig. 6. Experimental setup for a DC microgrid consisting of two dc-dc
converters and a dSpace DS1103 controller system.
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Fig. 7. SLSF simulation and experimental results for DC microgrid under no
FDIA scenario showing stable output current and output voltage.

is shown in Fig. 7, for a stable output under no FDIA scenario.
The effects of constrained FDIA on global variables, e.g., USSt,
and w§*! are shown in Fig. 8 and Fig. 9, respectively. The
intruder may also disturb the consensus protocol when the
current and voltage sensors are targeted as shown in Fig. 10
and Fig. 11, respectively. Unconstrained FDIA that involves
targeting the entire set of global variables, is very effective in
destabilizing the DC microgrid, as shown in Fig. 12.

A. FDIA Detection

For FDIA detection, the SLSF model formed using the
methodology in Section II is instrumented using Hynger, and
then simulated within the SLSF environment to generate traces
under no FDIA scenario. This process generates the trace
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Fig. 9. Experimental data for the constrained FDIA, targeting w§®®.
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Fig. 10. Experimental data for the constrained FDIA targeting current sensor.

files, in Daikon compatible format, that are passed on to
Daikon. Hence, the corresponding invariants are generated
automatically, and shown in Table I. The SpaceEx reachability
analysis tool computes the reach sets in the steady state,
as seen in Fig. 13. It is shown that the experimental data
and the simulation traces are contained within the reach
sets. Moreover, reach sets satisfy the candidate invariants
generated using Hynger under no FDIA scenario. Therefore,
the invariants without FDIA of Table I are found to be the
actual invariants as per Definition 3.5.

Next, FDIA detection approach is tested when the adversary
breaks into the communication link from agent 2 to agent 1. A
false data signal is spoofed into 25", at time ¢ = 0.6 s, through
the compromised communication link. 25" is the per-unit
current information of agent 2 that is communicated to agent 1.
The DC microgrid under FDIA scenario is again instrumented
using Hynger, and simulated in the SLSF environment to
generate traces and the corresponding invariants. The output
of the instrumented model under FDIA is plotted in Fig. 14
for both agents 1 and 2. It can be observed that the consensus
protocol is disturbed under FDIA.

The corresponding invariants for the DC microgrid under
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Fig. 8. Experimental data for the constrained FDIA, targeting vSSt.
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Fig. 11. Experimental data for the constrained FDIA targeting voltage sensor.
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Fig. 12. Experimental data plots for the DC microgrid, under unconstrained
FDIA, targeting the entire set of global variables.
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Fig. 13. Phase-portrait comparison of Hynger generated invariants, SpaceEx,
SLSF, and experimental results, in the steady state, for DC microgrid under
normal conditions (i.e., without FDIA). The experimental and simulation
results are contained within the reach sets computed using SpaceEx. Moreover,
it is also shown that the SpaceEx reach sets satisfy the invariants.

FDIA scenario are generated automatically using Hynger. This
invariant set is then compared with the actual invariants, i.e.,
invariants under no FDIA scenario to detect intrusion. A
comparison of the invariants with and without FDIA scenario
is tabulated in Table I. It is evident by comparison that FDIA
detection condition mentioned in Definition 3.6, i.e., ¢ ¢ @,
is satisfied for the two scenarios, detecting the FDIA.

B. FDIA Mitigation Strategies

Once an FDIA is detected, various mitigation strategies
can suppress the effects of the attack. As an example, three
possible mitigation strategies are experimentally demonstrated.

1) Physical mitigation strategy: The affected converter may
be taken offline after an FDIA is detected. Once the affected
converter 2 is disconnected, proper microgrid operation is
restored, as shown in Fig. 15.
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Fig. 14. The SLSF model of DC microgrid is instrumented using Hynger,
and the simulation output results for the instrumented model under FDIA
scenario are shown demonstrating that the consensus protocol is disturbed.
These instrumented traces are passed on to Daikon to generate invariants.

8
TABLE I
INVARIANTS WITHOUT AND WITH FDIA
Variable | Without FDIA With FDIA
pout [47.874,48.0818] | [47.9917, 48.0486]
vgut [47.8739,48.0818] | [47.9917, 48.5258]
igut [1.5071,1.7187] [1.418,1.6016]
igut [1.5071,1.7187] [1.5997,1.6175]
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Fig. 15. Experimental data for the constrained FDIA targeting the current
sensor of converter 2. The affected converter is disconnected to stabilize the
DC microgrid.

2) Communication-based mitigation strategy: The commu-
nication link of the effected agent (converter) can be discon-
nected so that other agents may not be effected. Once the
communication link between the affected converter 2 and non-
affected converter 1 is disconnected, the output of converter 1
is stabilized, as shown in Fig. 16. The output of converter 2
still remains unstable.

3) Control-based mitigation strategy: One can use a modi-
fied control scheme to reduce the effects of FDIA, by augment-
ing the controller with a false data suppressing mechanism
(e.g., filters [39]). As shown in Fig. 17, FDIA is initiated at
about 8.5 s, and the modified control scheme is put into action
at about 11.97 s to suppress FDIA effects, and the output of
the entire DC microgrid is stabilized.

C. Stealthy Attacks with Minimal Weights

The intruder could potentially fabricate an attack vector
to bypass the proposed FDIA detection framework, if the
changes in candidate invariants, and microgrid operation, are
negligible. This is demonstrated through the following two
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Fig. 16. Experimental data for the constrained FDIA targeting the current
sensor of converter 2. The communication link between the affected converter
and non-affected converter 1 is disconnected to stabilize converter 1.
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Fig. 17. Experimental data for the constrained FDIA targeting the current
sensor of converter 2. As FDIA is detected, the control strategy is augmented
with a false data suppression mechanism. It is shown that this controller-based
mitigation action has stabilized the entire DC microgrid output.
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Fig. 18. FDIA, targeting the current sensor of converter 2, with the minimal-
weight attack vector that can be detected using this framework.

experiments. First, an attack vector with small weights is de-
signed that can be detected using the proposed framework. The
invariants for the output current generated using Hynger are
9%t = [1.55,1.77] and " = [1.55,1.77]. These invariants
are deviated from the corresponding actual invarinats tabulated
in Table I, indicating the presence of an FDIA. The negative
effects of this FDIA are shown in Fig. 18. It is demonstrated
that an FDIA with such minimal destabilizing effects can still
be detected using the proposed framework. Next, an attack
vector with smaller weights is fabricated to bypass through
this FDIA framework. The invariants for the output current
generated using Hynger are i$“¢ = [1.5071,1.7187] and
9"t = [1.5071,1.7188] that are comparable with the actual
invariants in Table I, hence missing the FDIA. However, the
negative effects of this FDIA are negligible, as seen in Fig. 19,
as they do not disturb the microgrid operation.
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Fig. 19. FDIA, targeting the current sensor of converter 2, with extra minimal-
weight attack vector that can bypass the proposed FDIA detection framework.
As seen, the effects of FDIA are negligible and do not affect stability.

V. CONCLUSION

FDIA disturbs the consensus protocols used in the dis-
tributed control of cyber-physical DC microgrids. An FDIA
detection framework is presented whereby the attack detection
problem is formalized as identifying a change in the set of
candidate invariants. The candidate invariants are generated
using Hynger, that provides an interface between SLSF models
and the Daikon tool, which is an invariant inference tool.
The hybrid automaton of cyber-physical DC microgrid is
presented to obtain the reach sets through reachability anal-
ysis. Moreover, the SLSF model of a DC microgrid is also
developed to generate the candidate invariants. The actual
invariants are obtained after verifying whether the reach sets
are contained within the candidate invariants. The candidate
invariants generated by Hynger are compared with the actual
invariants to successfully detect FDIA.

APPENDIX

Buck converter parameters are L = 2.64 mH, C = 2.2 mF,
and F, = 60 kH z. The local loads are Ry = Ry = 30 2. The
transfer functions are given by:

B 1 B 1
T 00ls+17 ? 0.05s+1°

The DC microgrid parameters are: Vyep = [48 48]7, I, =

T, (25)

4 47, Vi, = [80 80]7, Ppe = 0.01,1,. = 1, A =
25{(1) 0}, B — AC = 05A,1 — 3[(1) ?],P -
s8]k [18]
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